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“In this book, the authors adopt a refreshingly new approach to explaining the intricacies of the
security and privacy challenge that is particularly well suited to today’s cybersecurity
challenges. Their use of the threat–vulnerability–countermeasure paradigm combined with
extensive real-world examples throughout results in a very effective learning methodology.”
—Charles C. Palmer, IBM Research 

The Modern Introduction to Computer Security: Understand Threats, Identify Their Causes, and Implement
Effective Countermeasures
 
 Analyzing Computer Security   is a fresh, modern, and relevant introduction to computer security.
Organized around today’s key attacks, vulnerabilities, and countermeasures, it helps you think
critically and creatively about computer security—so you can prevent serious problems and mitigate
the effects of those that still occur.
 
In this new book, renowned security and software engineering experts Charles P. Pfleeger and Shari
Lawrence Pfleeger—authors of the classic Security in Computing—teach security the way modern security
professionals approach it: by identifying the people or things that may cause harm, uncovering weaknesses
that can be exploited, and choosing and applying the right protections. With this approach, not only will you
study cases of attacks that have occurred, but you will also learn to apply this methodology to new situations.
 
The book covers “hot button” issues, such as authentication failures, network interception, and denial of
service. You also gain new insight into broader themes, including risk analysis, usability, trust, privacy,
ethics, and forensics. One step at a time, the book systematically helps you develop the problem-solving
skills needed to protect any information infrastructure.
 
Coverage includes 

Understanding threats, vulnerabilities, and countermeasures●

Knowing when security is useful, and when it’s useless “security theater”●

Implementing effective identification and authentication systems●

Using modern cryptography and overcoming weaknesses in cryptographic systems●

Protecting against malicious code: viruses, Trojans, worms, rootkits, keyloggers, and more●

Understanding, preventing, and mitigating DOS and DDOS attacks●

Architecting more secure wired and wireless networks●

Building more secure application software and operating systems through more solid designs and layered●

protection
Protecting identities and enforcing privacy●

Addressing computer threats in critical areas such as cloud computing, e-voting, cyberwarfare, and social●

media
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From reader reviews:

Catherine Gabel:

Reading a reserve tends to be new life style in this era globalization. With reading you can get a lot of
information that can give you benefit in your life. Together with book everyone in this world may share their
idea. Textbooks can also inspire a lot of people. Lots of author can inspire their own reader with their story
or even their experience. Not only the story that share in the guides. But also they write about the ability
about something that you need illustration. How to get the good score toefl, or how to teach your children,
there are many kinds of book that exist now. The authors these days always try to improve their skill in
writing, they also doing some exploration before they write with their book. One of them is this Analyzing
Computer Security: A Threat / Vulnerability / Countermeasure Approach.

Travis Davis:

Spent a free time to be fun activity to perform! A lot of people spent their leisure time with their family, or
their particular friends. Usually they performing activity like watching television, planning to beach, or
picnic inside the park. They actually doing same thing every week. Do you feel it? Do you want to
something different to fill your own free time/ holiday? Might be reading a book may be option to fill your
free time/ holiday. The first thing that you'll ask may be what kinds of reserve that you should read. If you
want to attempt look for book, may be the book untitled Analyzing Computer Security: A Threat /
Vulnerability / Countermeasure Approach can be good book to read. May be it might be best activity to you.

Antonio Ritchie:

The book Analyzing Computer Security: A Threat / Vulnerability / Countermeasure Approach has a lot
details on it. So when you check out this book you can get a lot of advantage. The book was written by the
very famous author. The writer makes some research just before write this book. This particular book very
easy to read you may get the point easily after perusing this book.

Adam Tonn:

What is your hobby? Have you heard that will question when you got college students? We believe that that
query was given by teacher for their students. Many kinds of hobby, All people has different hobby. So you
know that little person like reading or as examining become their hobby. You must know that reading is very
important along with book as to be the matter. Book is important thing to incorporate you knowledge, except
your own personal teacher or lecturer. You get good news or update with regards to something by book.
Amount types of books that can you take to be your object. One of them is this Analyzing Computer
Security: A Threat / Vulnerability / Countermeasure Approach.
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